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The origins

= Phreaking is a slang term for the action of
making a telephone system do something
that 1t normally should not allow.

BRlE 'communlcatlons security problems
Seelited in the 1960°s when the hackers of
iiiEtime started to discover ways to abuse
tiEsielephone company.



But... what IS I1t?

= Discovery and exploration of features of
telecommunications systems

& Controlling Network Elements (NE) in a way
iiat was not planned by Its designers

mANRuUSIng weaknesses of protocols, systems and
gliRllications in telephone networks



he Blue Box




end of the blueboxing era

SS7 Metwork EHI

m Telcos Installed filters, changed
frequencies, analyzed patterns, sued
fraudsters

ihe new SS7 digital signalling protocol is
Quit-of-band and defeats blueboxing

: L BEurope, boxing was common until the
elily nineties and kept on until 1997-1998

L ASla h xmg can still be done on some
Gauhtries.

\, L:'. ,:'__-; '-'_




Past & current threats on the
’ telecom backbone

= Fraud
= Blue Box
= |nternal Fraud

8US: 911, Europe: 112

BElow much lost revenue is one | ¢
piiinute of downtime?




21st century telecom attacks

_;:5 IP account hacking
"= Remember “Calling Cards” fraud?

IP GW hacking
BRemember "PBX hacking”?

mpSeliialling hacking directly on SS7 - SIGTRAN
level

SEEEEk at the good old BlueBox?

SN@anearly but, the closest so far...
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'elephony 101

SEech and data convergence is increasing
SERVICES are growing (SMS, MMS, packet data,
VA/LZ/AN gration, etc.)

\/ oH and rel technologies (SIP, IMS,



Class 5
Switch S55P

e

Class & S
Switch S5P




SS7: The walled garden

= From a customer perspective

= Wikipedia: “Walled Garden - Mobile Network
Operators (MNOs). At the start of 2007, probably the
best example. MNOs manage closed networks - very
hard to enter the garden, or leave the garden, especially
- as It pertains to Internet, web services, web
applications. Fearful of losing customer and brand

BNOS| : Open Protocol - Proprietary Stacks
SE | I network, IP management network
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‘étails of an SSP / STP






Opening up

Deregulation
= Europe / US: CLEC vs ILEC



Telco Backbone Global Picture
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~ VolIP and SIGTRAN
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@xample with VolP protocols (e.g. SIP, SCTP, M3UA, etc.)
e IF community now has many protocol converters for

GERIVErSIoN of SS7 data to IP, primarily for the transportation
URVUICE and data over the IP networks. In addition new
SERUIEES such as those based on IN will lead to a growing use

URINERSS ¢ network for general data transfers.
JINERERRIAVE Deen a number of incidents from accidental action

—

UiRssRnIch nave damaged a network. To date, there have
JCERRVERY fevv deliberate actions. Far from VolIP here.




A shock of culture:
SS7vs. IP
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SCTF

SIGTRAM

SIGTRAN




]
%@ SCTP Specs & Advantages

= RFC2960

= SCTP: Stream Control Transmission
Protocol

BS@liie TCP & UDP, improved



SCTP In the wild

= Software
= Tons of proprietary implementations
= Open source implementations (Linux, BSD...)

mENletwork presence



Ports & Applications

ttp://sctp.tstf.net/index.php/SCTPscan/SCTPports
' Common ports from IANA and RFCs

mEAugmented with open source package ports

B Updated based on SCTPscan results

contribution

SRUGEIeRoUt for the application fingerprinting
- CI. CoHabot“a't scanning


http://sctp.tstf.net/index.php/SCTPscan/SCTPports
http://sctp.tstf.net/index.php/SCTPscan/SCTPports
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" SCTP Association: 4-way

handshake
Server
socket (), bind(), listen(),
r
]
INIT
INIT-ACK i

COOKIE-ECHO

COOKIE-ACK




Scanning vs. Stealth Scanning

INIT

INIT

INIT

NTT-ACK




Tool Demo: SCTPscan

"Like nmap for SCTP ports (-sS)

ate: ~/satpit ./scpscan-v11 —scan —autopartscan -

g with Crc32 checksumed packet
BETP presart an pat 2905



RFEC & Implementation

= Where Implementation diverge from RFCs

= RFC says « hosts should never answer to
INIT packets on non-existings ports. »

' ‘RFC: 0, hacker: 1.



Below the IDS radar

How many firewall logs dropped SCTP
_ packets?

& How many IDSes watch for SCTP
socket evil content?

& Real life distributed IDS
- Hum of thousands of IP scanned
SNt detected / Not reported as scanner



INIT vs SHUTDOWN ACK
Packet Scanning

a Erom REC 2960
= “8 4 Handle "Out of the blue" Packets

An SCTP packet is called an "out of the blue" (OOTB) packet
|If 1t Is correctly formed, I.e., passed the receiver's Adler-32 /
CRC-32 check (see Section 6.8), but the receiver is not able to
ldentify the association to which this packet belongs.

The receiver of an OOTB packet MUST do the following: [...]
mRS)IEthe packet contains a SHUTDOWN ACK chunk, the

L

g&€eIver should respond to the sender of the OOTB packet with

SSHUTDOWN COMPLETE.”

ERNSUAWAY to elicit answers even If not answering
AVEI@IRIDS (0 I\ Ts targeted at not-opened port.




SCTP Fingerprinting

‘= SCTP stack reliability

~ = Robustness testing (stress testing)
= QA of a few stacks

= Fuzzing built-in SCTPscan

BDifferent stack behaviours

MVltich more states than TCP
Siich more FP opportunities




arce Presence - Distributed
- Collaborative Scaning

= SCTP application Is rare on the internet
= But common on modern telco backbones

. Fu:i results
B¥Application Fingerprinting



" Going up: SIGTRAN & SS7

b A C AP IMAP (CS1/CS2)

s ISLP*
SCCp®

*
h 3 MTP3 s
MTP.2* SCTP

MTF1 P




up: upper layer protocols

= Key to the upper level
. = M2PA and M3UA
= \/ulnerabllities
= Telecom potential
= Technical vulnerability
BRRhE expert way & the automated way
Ethereal is our friend
®h need of new packet captures: open call!



Ethereal Dissection of
- Upper Layer Protocols

= Fjre up your Ethereal or Wireshark!
= Collect your own examples
= And contribute to the SCTPscan wiki!

SBICC, ISUP, TCAP, GSM-MAP protocols
RENESS and less IP-related

BNIBNIS only a bearer technology

m Tre wwou__;



-uzzing upper layer protocols

= Quick way to find vulnerabilities
- = Automated inspection

tate fuzzing vs. input fuzzing
= Already some stack vulnerabllltles In the W|Id




Vulnerablility evolution

= Same as with TCP

"= First, stack and “daemons” vulnerabilities
More and more application-level vulnerabillities
= Custom & Application-related

REquires more knowledge of Telecom
b@m as W|th web app testlng




' References & Conclusion

= New realm
= Same Rules
= New fun!



Q&A

 Thanks a lot!

Irst round of questions
= Before hands on
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Lab: Hands-on Agenda

Setup

Network Inventory
= Scanner vs. Targets

D“qcovu’*"‘} SIGTRAN architecture
EXRIOring & Finding vulnerabilities



Required Skills

= Know how to compile a C program
now TCP protocol works
now to use tcpdump and ethereal




Hands on requirement

with VMware or bootable distribution with

= Ubuntu with Linux 2.6 kernel (scanner and dummy server tested ok) -
Download

= nUbuntu Live CD with Linux 2.6 kernel (scanner and dummy server
tested ok) - Download

= Linux 2.4 distribution (only scanner will work, not the dummy server)
Solaris 10

" ' Nexenta OS (GNU/Linux Solaris 10) (dummy server only) - Download
JInstructions or distrib or VMware image at Distrowatch

MacOsX (scanner and dummy server tested ok)

ieadump (apt-get install tcpdump)
giliereal (apt-get install ethereal)
JEiStal



* Important workshop notes!

our computers / VMware images must be
‘Installed before the workshop.

Installation or vmware image setup Is not
gavered during the workshop.

Wile have some 1SOs of these Oses available for
pl@Wnload in any case, but beware of the short
Whie.

REEERA/SCLD. LSL .net/index.php/SCTPscan/Workshop



Jotes on VMware images

n M sure to select "Bridged mode" for your
ethernet connector.

Yirtual Machine Settings E|

Hardware | Options

Device statuz
Connected
Connect at power on

Device Summarsy
Memary 256 MEB
= Hard Disk. {3C3I 0:0)

(25 co-ROM (IDE 1:0) Using image DA, | o

Bridged
QLISB Controller Present (%) Bridged: Connected directly to the physical nebwork
@) Audio Auto detect () NAT: Uzed to share the host's P address

B8 virtual Processors 1

) Host-only: & private netwark, shared with the host

() Custom: 5 pecific wirtual netwark

(] 4 H Cancel H Help




Hands-on Tests

= \\/ho scans who?
= Scanners vs. Targets

= Scanning types
: nning conflicts & Kernel impact
myAnalyze a SCTP exchange

- [thct.""é-:



Common problems

:'I try to run the Dummy SCTP server for testing, and | get: "socket:
- Socket type not supported"

A Your kernel does not support SCTP sockets.

- SCTP sockets are supported by Linux Kernel 2.6 or Solaris 10.
For Linux, you may want to try as root something like: modprobe sctp
Then rerun: sctpscan --dummyserver

\ote: you only need a SCTP-aware kernel to run dummyserver.
canning is ok with 2.4 linux kernels!

€ Os X, you may add support for SCTP in Tiger 10.4.8 by
eownloading:

Rtip://sctp.fh-muenster.de/sctp-nke.html
InStallkthe software package and run as root:
Kextload /System/Library/Extensions/SCTP.kext
IRERYOU can run “'sctpscan -d" to run the dummy server.
NEER At “netstat” won't report the use of the SCTP socket, use
IS EEEek
ST [ (reg 5_132?'



‘Kernel conflicts: Linux 2.6

freet@nubuntu] ./sctpscan -s -r 192.168.0 -p 10000

Ketcﬁﬁnning with Crc32 checksumed packet

168.0.3 SCTP present on port 10000

> packet received from 192.168.0.4 port 10000 type 1 (Initiation (INIT))

:.of scan: duration=5 seconds packet_sent=254 packet rcvd=205 (SCTP=2,
1CVMP=203)

X nubuntu 2.6.17-10-386 #2 Fri Oct 13 18:41:40 UTC 2006 1686 GNU/LiInux
@@ E@nubuntu]

RFEREET this scan, we test the dummy server SCTP daemon built in SCTPscan, we'll notice that further scans from
uiSsthiest will have different behavior:

IRUQENubuntu] ./sctpscan -d

RNt bind SCTP port

HESEENRNEG on SCTP port 10000

.\C

‘oo t@nu el

‘oo t@nubwiaieen

RRYuEEnuRen] -/sctpscan -s -r 192.168.0 -p 10000

\SESeehiiniepvEth Cre32 checksumed packet

(ERINICENURSES G P present on port 10000

SCTR pachkel LEe | from 192.168.0.4 port 10000 type 1 (Initiation (INIT))
SCTR packel 13 ed from 192.168.0.4 port 10000 type 6 (Abort (ABORT))
EheNaSsean: d n_Hﬁseconds packet_sent=254 packet rcvd=206 (SCTP=3,

| CMP=208)
|"root@nubunteu]



Kernel conflicts: MacOS X

15host:~/Documents/sctpscan/ root# kextload
/System/Library/Extensions/SCTP . kext

Kextload: /System/Library/Extensions/SCTP._kext loaded successfully
localhost:~/Documents/sctpscan/ root# ./sctpscan -s -r 192.168.0 -p 10000
scanning with Crc32 checksumed packet

b of scan: duration=9 seconds packet sent=254 packet rcvd=3 (SCTP=0, ICMP=3)

R@eallhost:~/Documents/sctpscan/ root# kextunload
system/Library/Extensions/SCTP . kext

KeXElinlload: unload kext /System/Library/Extensions/SCTP.kext succeeded
RUeellileSE: ~/Documents/sctpscan/ root# ./sctpscan -s -r 192.168.0 -p 10000
\SESeehining with Crc32 checksumed packet

S@EREeket received from 127.0.0.1 port 10000 type 1 (Initiation (INIT))
ARRAGERU 4 SCTP present on port 10000

SitUREESEai= duration=9 seconds packet_sent=254 packet_rcvd=5 (SCTP=2, ICMP=3)
SIS E=/Docunents/sctpscan/ root#



Thanks

Thank you very much!

m Special thanks to Emmanuel Gadaix, Fyodor
Yarochkin, Raoul Chiesa, Inode, Stealth,
Raptor, Job De Haas, Michael M. Kemp, all
ISTF OOB Research Team and all the

./ Questions:
'anglois - pl@tstf.net

amore, Cisco, Continous Comp,



Backup slides



Comparison SCTP, TCP, UDP

QuickTime™ and a
TIFF (Uncompressed) decompressor
are needed to see this picture.
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